INFORMATION TECHNOLOGY ACT 2000
OVERVIEW

OFFFENCES AND PENALITIES
Section 65 to Section 74 describes for offences and prescribes penalties for the offences. To  understand each of them, they are arranged in tabular form in Table 2. As per Section 77-B of the Act, the offences punishable with imprisonment of three years and above shall be Cognizable. The offences punishable with imprisonment of three years shall be Bailable. After the amendment of 2008, the power to investigate the offence under this Act is with a Police Officer not below the rank of Inspector as per Section 78 of he Act.

TABLE II

	Section
	Offence
	Punishment
	Bailability & Congizability





	
Section 65
	
Tampering with Computer Source Code
	Imprisonment upto 3 years or fine upto Rs. 2 lacks
	Offence is Bailable, Cognizable and triable by Court of JMFC.

	
Section 66
	
Computer Related Offences
	Imprisonment upto 3 years or fine upto Rs. 5 lacks
	Offence is Bailable, Cognizable and triable by Court of JMFC

	
Section 66-A
	Sending offensive messages through Communication service, etc...
	Imprisonment upto 3 years and fine
	Offence is Bailable, Cognizable and triable by Court of JMFC

	
Section 66-B
	Dishonestly receiving stolen computer resource or communication device
	Imprisonment upto 3 years and/or fine upto Rs. 1 lakh
	Offence is Bailable, Cognizable and triable by Court of JMFC

	
Section 66-C
	
Identity Theft
	Imprisonment of either description upto 3 years and/or fine upt Rs. 1 lakh
	Offence is Bailable, Cognizable and triable by Court of JMFC

	
Section 66-D
	Cheating by Personation by using computer resource
	Imprisonment of either description upto 3 years and /or fine upto Rs. 1 lakh
	Offence is Bailable, Cognizable and triable by Court of JMFC

	
Section 66-E
	
Violation of Privacy
	Imprisonment upto 3 years and
/or fine upto Rs. 2 lakh
	Offence is Bailable, Cognizable and triable by Court of JMFC

	
Section 66-F
	
Cyber Terrorism
	Imprisonment extend to imprisonment for Life
	Offence is Non-Bailable, Cognizable and triable by Court of Sessions

	


Section 67
	

Publishing or transmitting obscene material in electronic form
	On first Conviction imprisonment upto 3 ears and/or fine upto Rs. 5 lakh

On Subsequent Conviction imprisonment upto 5 years and/or fine upto Rs. 10 lakh
	

Offence is Bailable, Cognizable and triable by Court of JMFC

	


Section 67-A
	

Publishing or transmitting of material containing sexually explicit act, etc... in electronic form
	On first Conviction imprisonment upto 5 ears and/or fine upto Rs.
10 lakh

On Subsequent Conviction imprisonment upto 7 years and/or fine upto Rs. 10 lakh
	

Offence is Non-Bailable, Cognizable and triable by Court of JMFC

	


Section 67-B
	

Publishing or transmitting of material depicting children in sexually explicit act etc., in electronic form
	On first Conviction imprisonment of either description upto 5 years and/or fine upto Rs. 10 lakh

On Subsequent Conviction imprisonment of either description upto 7 years and/or fine upto Rs. 10 lakh
	

Offence is Non Bailable, Cognizable and triable by Court of JMFC

	
Section 67-C
	Intermediary intentionally or knowingly contravening the directions about Preservation and retention of information
	
Imprisonment upto 3 years and fine
	
Offence is Bailable, Cognizable.

	Section 68
	Failure to comply with the directions given by Controller
	Imprisonment upto 2 years and/or fine upto Rs. 1 lakh
	Offence is Bailable, Non- Cognizable.

	

Section 69
	Failure to assist the agency referred to in sub section (3) in regard interception or monitoring or decryption of any information through any computer resource
	
Imprisonment upto 7 years and fine
	
Offence is Non-Bailable, Cognizable.

	Section 69-A
	Failure of the intermediary to comply with the direction issued for blocking
	Imprisonment upto 7 years and fine
	Offence is Non-Bailable, Cognizable.



	
	for public access of any information through any computer resource
	
	

	

Section 69-B
	Intermediary who intentionally or knowingly contravenes the provisions of sub-section (2) in regard monitor and collect traffic data or information through any computer resource for cyber security
	

Imprisonment upto 3 years and fine
	

Offence is Bailable, Cognizable.

	
Section 70
	Any person who secures acess or attempts to secure access to the protected system in contravention of provision of Sec. 70
	
Imprisonment of either description upto 10 years and fine
	
Offence is Non-Bailable, Cognizable.

	


Section 70-B
	Indian Computer Emergency Response Team to serve as national agency for incident response.

Any service provider, intermediaries, data centres etc.. who fails to prove the information called for or comply with the direction issued by the ICERT.
	


Imprisonment upto 1 year and/or fine upto Rs. 1 lakh
	


Offence is Bailable, Non- Cognizable

	Section 71
	Misrepresentation to the Controller to the Certifying Authority
	Imprisonment upto 2 years and/ or fine upto Rs. 1 lakh.
	Offence is Bailable, Non- Cognizable.

	Section 72
	Breach of Confidentiality and privacy
	Imprisonment upto 2 years and/or fine upto Rs. 1 lakh.
	Offence is Bailable, Non- Cognizable.

	Section 72-A
	Disclosure of information in breach of lawful contract
	Imprisonment upto 3 years and/or fine upto Rs. 5 lakh.
	Offence is Cognizable, Bailable

	Section 73
	Publishing electronic Signature Certificate false in certain particulars
	Imprisonment upto 2 years and/or fine upto Rs. 1 lakh
	Offence is Bailable, Non- Cognizable.

	Section 74
	Publication for fraudulent purpose
	Imprisonment upto 2 years and/or fine upt Rs. 1 lakh
	Offence is Bailable, Non- Cognizable.



X COMPOUNDING OF OFFFENCES
As per Section 77-A of the I. T. Act, any Court of competent jurisdiction may compound offences, other than offences for which the punishment for life or imprisonment for a term exceeding three years has been provided under the Act.
No offence shall be compounded if;
1. The accused is, by reason of his previous conviction, is liable to either enhanced punishment or to the punishment of different kind; OR
2. Offence affects the socio economic conditions of the country; OR
3. Offence has been committed against a child below the age of 18 years; OR
4. Offence has been committed against a woman.

The person accused of an offence under this Act may file an application for compounding in the Court in which offence is pending for trial and the provisions of Sections 265-B and 265-C of Cr. P. C. Shall apply.

XI CONCLUSION
The Information Technology Act is the sole savior to combat cyber crime in nature. Though offences where computer is either tool or target also falls under the Indian Penal Code and other legislation of the Nation, but this Act is a special act to tackle the problem of Cyber Crime. The Act was sharpend by the Amendment  Act of 2008, yet the Act is still in its budding stage. There is grave underreporting of cyber crimes in the nation. Cyber Crime is committed every now and then, but is hardly reported. The cases of cyber crime that reaches to the Court of Law are therefore very few. There are practical difficulties in collecting, storing and appreciating Digital Evidence. Thus the Act has miles to go and promises to keep of the victim of cyber crimes.  To  conclude I would quote the words of noted cyber law expert in the nation and Supreme Court advocate Mr. Pavan Duggal, “While the lawmakers have to be complemented for their admirable work removing various deficiencies in the Indian Cyberlaw and making it technologically neutral, yet it appears that there has been  a major mismatch between the expectation of the nation and the resultant effect of the amended legislation. The most bizarre and startling aspect of the new amendments is that these amendments seek to make the Indian cyberlaw a cyber crime friendly legislation; - a legislation that goes extremely soft on cyber criminals,

with a soft heart; a legislation that chooses to encourage cyber criminals by lessening the quantum of punishment accorded to them under the existing law; ….. a legislation which makes a majority of cybercrimes stipulated under the IT Act as bailable offences; a legislation that is likely to pave way for India to become the potential cyber crime capital of the world……”

